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Using the On-Screen Compass
1. Click Setup on the Display screen.

2. Click PTZ.
3. Select the On Screen Compass check box to enable the
feature.
4. Click Apply.
5. Click Exit to return to the Display screen.
6. Click PTZ.
7. Control the PTZ by dragging the mouse on the screen in the
desired direction.
Note A green line will appear to show the direction the PTZ will move. The shorter the line the less the PTZ will move. The

longer the line the more the PTZ will travel in the specified direction.

UNDERSTANDING TOURS

Travel Speed
Dwell Time
Setting: Start Pos / End Pos

Pan Swing / Tilt Swing
Run / Stop

The speed between one Preset position to the next
The length of time (in seconds) that a PTZ Tour displays a Preset Position.

Define a Mimic Tour. The Start Position button begins the ‘recording’ process. The Stop Position
button ends it.

This option enables the Horizontal (Pan) or Vertical (Tilt) ‘Guard Tours'.

Runs the selected Pan or Tilt Tour.



PTZ Tour Schedule

& PTZ Tour, schedule [g|
Day of week
[T Sun [ Mon W Tue | wed [ Thu [ Fi [ Sat Single Select Mode

~ Hours 0-23 (24 hours)

Tour schgduls

r7l e Jo 1 Je[s[4[s[ef7[a]9[10]11]12]15]14]15[16]15m

Cameras—

|

Select Clear |

ok Cancel

Create PTZ Tour Schedule

Click Setup on the Display screen.

Click PTZ.

Click Tour Schedule to open the PTZ Tour Schedule window.

> w oo

In Single Select Mode select one day of the week to create a schedule for or toggle to Multi Select Mode to select multiple
days with the same schedule.

IS

Click and drag the mouse cursor to select blocks of time (hours 0-24) and corresponding cameras.
6. Click Select.

7. When finished click OK to save changes and close the window.
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BACKING UP VIDEO DATA

This chapter includes the following information:

e  Overview

e  Saving Video to a DVD

e  Saving Video from a Single Camera
e  Scheduling Regular Video Backup
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BACKUP OVERVIEW

The Backup Center allows you to back up recorded video data from multiple dates and times to one or more locations including the
DVD-RW drive, Network Storage Locations, and External Hard Drives.

The DVR can easily backup important video data to an internal or external media location. The most commonly used forms of this are
CD-R/RWSs, External USB or FireWire Hard Drives, and Network Drives. Every DVR comes equipped with a DVD-RW drive, USB port,
and Network Adapter.

The DVR is capable of performing a backup to multiple CD/DVDs when the file sizes exceed the capacity of a single disk. You may
also specify multiple locations for backup as well as the order they are recorded to.

The DVR backs up video data using a proprietary compression format that can only be read by the DVR Backup Program. This
ensures the integrity of the data.

Throughout the backup process the DVR will continue recording without interruption. This is the result of the tremendous multiplexing
power of the DVR, which allows it to perform virtually all functions without disrupting the recording process.

Nero® Express

The DVR uses Windows® XP® Embedded running Nero® Express 8 to write data to the DVD-RW Drive. This solution allows the DVR
software to read and write data to the DVD-RW Drive without formatting the disk first.

CAUTION: Although many features are available within Nero, it is highly recommended that you do NOT
use any features other than those necessary for the standard backup of video data as outlined in this
section, loss of information or software instability may result.
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General Screen Overview

The General Backup Screen is used for performing bulk backup of video recorded by all cameras for a selected period, or periods, to
a specified storage location.

& Backup Center El
chedule} Clip ]
Hour
ALL oo EI1|E|2|EI3|EI4‘E|5|DE|D7‘DB|D9|[D‘11|12|l3 14 15|16‘1?|13|19‘ZD|21|22‘23|
o
01 12 13 14 15 18 10 ..
AEARER 19 [ -] g 20 .
24 25 26 27 28 29 £l .
40 [ |
"o Taday [ 50 .
Backup Status Select Backup Media Description
Backup Size - 0 MB Me.. | Type FreeSpa.. | BackupSpacel.. | Mumber of Me... D Mo Data
Media Sizs - DMB Ot COROMd. OMBF.. O
k ’ Recarded Time
No Backup Item Selected Time
4 | B Eject CD
[~ FivedHDD | Start Backup
. Backup Order | Metwiark Drive ‘ Browse. ‘
¥ Include Yigwer I l | Cancel

l—Select Additional Drive/Folder

J

Define Drive Priority Select Remote Network Location

Hour / Minutes

Recording data displays in hourly (24 horizontal columns) and 10-minute (6 vertical cells) segments.
Green cells indicate time with recorded video. Red cells indicate time selected for backup.

Backup Status Displays the size of all video currently selected for backup, the available size of the media currently
selected for backup to, and the dates and times of video currently selected for backup.
Fixed HDD Display all Hard Drives

Performing a General Backup

1.
2.
3.

Click Backup on the Display screen.
Select the date or dates to back up using the calendar. Dates highlighted in blue contain recorded data.

Select the blocks of time to back up using the Hour/Minute grid. Blocks of time with recorded video are highlighted in green.

Blocks of time selected for backup are highlighted in red.

Select the backup drive or drives under Select Backup Media, or click Network Drive, or Browse. When selecting the CD-RW

Drive you must specify the number of CDs to use for backup.

Click Backup Order to set the backup order.
Select the Include Viewer check box to include the Backup Viewer Application.

Click Start Backup to begin the backup process. A progress bar will be displayed in the lower right corner of the Display screen.




78

Clip Screen Overview

The Clip Screen is used for backing up video recorded by individual cameras for a selected period of time to a specified storage
location

& Backup Center &
General | Schedule Clip ]

Channel Selection Diescription Backup Drive
Chaninel « Clip Information |
Cam1  Positionl ’7 oIS
Cam2 Position2 = Q E.D\mDUU:::; K
Cam3  Position2 worker administrator @ all ree]
Cam4  Positiond

Cam5 PositionS
Cam b  Positions
Cam 7 Position?
Cam&  Positiond
Cam9 Positiond
Cam 10 Pasition..

Cam 11 Position.. Time Setup

Eam E E“!:!m- Start Time : EA8/2007 21651 PM —
anm osikon..

Cam 14 Position.. -

Cam 15 Pasition End Time : B/13/2007 216:56 PM

Cam 16 Position..

I Include Viewer

Odd Even

All Clear | Reverse

Performing a Clip Backup
1. Click Backup on the Display screen.
Click the Clip tab at the top of the Backup Center window.
Set the Start Time and End Time under Time Setup.
Select the cameras to back up in the Channel Selection box.
Select the Backup Drive to save the backup video to.
Select the Include Viewer check box to include the Backup Viewer Application.

Enter pertinent clip information into the Clip Information section in the Description box.

© N o g &~ w N

Click Backup to begin the backup process. A progress bar will be displayed in the lower right corner of the Display screen.
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Scheduled Screen Overview

The Scheduled Backup Screen is used for performing bulk backup of video recorded by all cameras for a selected period, on a regular
scheduled basis (1-24 hours). The Scheduled Backup Screen is similar to the General Backup Screen.

Performing a Scheduled Backup

1.
2.
3.

Click Backup on the Display screen.
Click the Schedule tab at the top of the Backup Center window.

Select the blocks of time to back up using the Hour/Minute Grid. Blocks of time with recorded video are highlighted in green.
Blocks of time selected for backup are highlighted in red.

Set the Backup Time to perform the backup.
Set the Repeat Backup Time to specify the number of hours between backup procedures (between 1 and 24 hours).

Select the Backup Drive to save the backup video to using the Select Backup Media menu or the Network Drive button. To
save to a local drive or partition you must first rename the location “Backup”.

Check the Overwrite on Disk Full check box to overwrite previous scheduled backups when the disk becomes full.

Click Save Backup Setting to save the current backup setting and return to the Display screen.

Specifying Scheduled Backup Drives

In order to use the Scheduled Backup feature one or more storage drives or partitions connected to the DVR must be labeled as a
backup drive.

1.
2.

Exit and restart in Windows mode. [} Desktop
B My Documents

Double click the My Computer icon on the DVR desktop. A file menu will = 1§ My Computer

be displayed. o

Right click on the drive to specify as a backup drive for Scheduled < DyR (D;y|  Expand
Backup and click Rename. Rename the drive to ‘Backup’. Repeat this 5 CO-RWD|  Explore
process for all drives to use for Scheduled Backup. To remove a drive [ cantrol P Open
from use for Scheduled Backup, change its name to something other [ shared Dy search...
than ‘Backup’. & My Network F

2| Recycle Bin Sharing and Security, .
Restart the application and return to the Schedule tab in the Backup Format
Center window. .

Copy

Rename

Properties
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LAN /ISDN/PSTN CONNECTIONS

This chapter includes the following information:

e  Overview

e  Configuring TCP/IP Settings

e  Connecting to a LAN

e LAN/ISDN/PSTN Connections
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LAN OVERVIEW

The DVR can be easily connected to a Local Area Network (LAN) and uses Microsoft's® powerful and secure Windows® XP
Embedded operating system. This allows for easy and well-documented instructions on setting up LAN connections no matter what
type of LAN you want to use.

A LAN is a group of computers and other devices dispersed over a relatively limited area and connected by a communications link that
allows one device to interact with any other on the network.

There are many reasons why using Microsoft® Windows® XP Embedded is superior to other platforms when running on a LAN. The
number one reason is security. Windows XP Embedded is based on NT technology, which, historically has boasted the most reliable
and secure Operating System in the world. Running the DVR on a secure network is important to prevent unwanted users from
gaining access to confidential information. Unwanted users can compromise the integrity of the confidential data being stored and
viewed, and in extreme circumstances can cause irreparable damage to the network.

Since connecting the DVR to a network can be extremely complex (depending on the network), this Surveillix DVR manual will cover
only the basics. It is suggested that the DVR administrator consult the Vendor or IT Administrator before attempting to create or
connect to a LAN.

CONNECTING TO A LAN USING TCP/IP

The networking options of the DVR can create and edit all Network settings available on Windows XP Embedded. The DVR comes
equipped with a 10/100 Network Interface Card (NIC). This card uses a standard RJ-45 connector.

Configuring TCP/IP Settings

1. Onthe Display screen, click Exit and select Restart in Windows Mode.
Right-click the My Network Places icon located on the desktop and select Properties.
Right-click Local Area Connections and select Properties.

Select the Internet Protocol (TCP/IP) by clicking on it once. Once it is highlighted, click Properties.

o H~ w N

Select Use the Following IP Address option. Enter the IP Address and Subnet mask appropriate for the network. It is
recommended to contact the Network Administrator for appropriate IP settings.

Example:  a. Common IP addresses are 10.0.0.25
b. Common Subnet masks are 255.255.255.0

Note In order to connect to the DVR through a remote LAN connection, a static IP address must be assigned. If the network
assigns the IP address automatically (DHCP), contact the Network Administrator for help assigning a static IP address.

If the network requires you to specify the DNS information, enter it now by selecting the appropriate DNS options.
When finished configuring the TCP/IP settings click OK to close the Internet Protocol (TCP/IP) Properties window.

Click OK to close the Local Area Connection Properties window.

© © N o

It may be required to restart Windows for the changes to take effect. Restart windows by clicking START on the desktop and
clicking Restart.



LDAP INTEGRATION

This chapter includes the following information:

e Installing LDAP
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FEATURES

The instructions below are for LDAP Integration with Server Software version 3.6.36 and above.

e  DVR server does not need to be joined to the Domain. The DVR server will query the LDAP server for accounts and

authorization levels.

e  The DVR server creates groups within Active Directory for each of the permissions on the DVR. Simply join a Domain user to

these groups to provide access to that function in the DVR.

e  DVR access within Active Directory is based on the Site Code within the DVR software. This allows an administrator to group

DVR'’s with the same Site Code.
e  Remote and Multi-Site management software works with LDAP logins.

INSTALLING LDAP

Required Items

e  Name of LDAP server.

e Accountin LDAP server that has Domain Admin rights. This user will be used initially to create the OU’s and Groups within

Active Directory.

1. Verify that the DVR server is connected to a network that has a valid LDAP (Active Directory) server.
Ensure that the TCP/IP settings are configured correctly for DNS resolution and gateway if needed.

Check to verify that you can ping the LDAP server without issues.

2. Setup DVR Site Code to be used for LDAP authorization. The default will be 100-000. This site code can be used to group

DVR's together within Active Directory.

a.  Login to the DVR using the local DVR administrator account (non-LDAP).
b.  Navigate to the Setup -> Information tab and change the Site Code.

3. Log on to the DVR server with the domain account with administrator privileges
(see above required items).
If successful, the DVR will log the administrator user on without any error
messages. You may log off the DVR once this is completed without errors.

Note If you encounter an error please verify that the above required items are
correct.

Lkor Ll!lu
LU pey Howve |:I-'.r-.u|m.
Pﬂ'.!.ﬁl’d |"""I
Loginte [LD&P Leer

Full Comasn rame |'.1q; P ——

=T



4. Go to the Active Directory Users and Computers application. You should now see an OU called DVR with an OU inside of it
named the same as the Site Code above (example 100-000).

‘! Active Directory Users and Computers =] E3
|| Eile  Action Miew window  Help | = |ﬁ| iil
e = B B rRB R alhvae s
@ Active Directory Users and Computers [EC | 100-000 32 objects
& [ Saved Queries TR [Tvpe
= fHlamen. net DVYR_BACKUF_100-000 Distribution Group - Universal
- ﬁiDVR?HIDE?AUDIO?UDlJ 0o0-o00 Distribution Group - Universal
g g°mp_”t?:'5 ; €7 0vR_HIDE_ALIDIO_00Z_100-000 Distribution Group - Universal
2 oma!n Ompu.ers ﬁiDVR?HIDE?AUDIO?UDSJ oo0-000 Distribution Group - Universal
Domain Controllers o )
= !ﬁDVR_HIDE AUDIO_D04_100-000 Distribution Group - Universal
‘ﬁ| Domain Users
ﬁEDVRiHIDEJQUDIOiUDSJ 0o-o00 Distribution Group - Universal
!ﬁDVR_HIDE AUDIO_D06_100-000 Distribution Group - Universal
ﬂsDVRiHIDEinuDIOiDD?il 00-000 Distribution Group - Universal
[3] 100-999 DWR_HIDE_ALIDIO_00&_100-000 Distribution Group - Universal
ForeignSecurityPrincipals OWR_HIDE_CAMERA_001_100-000 Distribution Group - Universal
-{&5] OU Group €7 DvR_HIDE_CAMERA_D0Z_100-000 Distribution Group - Universal
-] Users !ﬁDVR?HIDE?CAMERA?DDS?I 00-000 Distribution Group - Universal
= DYR._HIDE_CAMERA_004_100-000 Distribution Group - Universal

5. You can now add users within Active Directory to the groups the DVR has created. When a user belongs to a group he or she
will have access (or be denied access in the case of Audio or Camera channels) to that permission on any DVRs with that site

code.
Group Description

DVR_BACKUP_100-000 Backup access to DVRs with site code 100-000
DVR_HIDE_AUDIO_0XX_100-000 Hides audio channel XX for site code 100-000
DVR_HIDE_CAMERA_0XX_100-000 Hides camera XX for DVRs - site code 100-000
DVR_INSTANT_100-000 Instant recording access to DVR
DVR_PTZ_100-000 PTZ access to DVRs - site code 100-000
DVR_PTZEX_100-000 Access to advanced PTZ control
DVR_RELAYOUT_100-000 Access to toggle relays from live view
DVR_SEARCH_100-000 Access to search on DVRs - site code 100-000
DVR_SETUP_100-000 Access to setup on DVRs - site code 100-000
DVR_SHUTDOWN_100-000 Grants the ability to shut down the DVR server
Note The above site codes may be different depending on what site code the DVR server had when it was logged into LDAP.

6. You can now log into the DVR server using any of the Active Directory users who belong to one of the above groups.
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WEB VIEWER

This chapter includes the following information:

e  Overview
e  Configuring the Web Viewer
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WEB VIEWER OVERVIEW

The DVR allows you to access video using Microsoft® Internet Explorer® 7.
Highlights:

View Live Video from most computers

Username and Password protected

Easy to use graphical interface

Basics:

75 users can access the Web DVR simultaneously. The Web Viewer is an easy, secure way to view live video from virtually any
computer with an internet connection using Microsoft Internet Explorer.

In order to log in to the DVR server, a user account must be made for the user. This ensures that only authorized personnel are
allowed to log in. In addition, each user can be assigned different privileges that allow them or deny them access to different
functions. For example, a user can be granted access to only view cameras 4, 8 and 16.

Screen Division buttonsT

CAMERA fTesascTeonNANRMAG®E

\ Activate Commands
Enable/Disable Camera Display
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Configuring the Server for Remote Connection
1. Click Setup on the main display screen.
2. Click Network.

3. Clear the Disable Remote Control check box. You should now be allowed to adjust port settings if necessary.

NOTE: If you are using a Firewall, it may be necessary to adjust the port settings on both the DVR and the Firewall. Contact the
Network Administrator for more information.

4.  Select the Web Viewer (iDVR) check box.

Click Apply.
6. Make sure a User account is created. Without a user account, the Administrator account must be used.
7. The DVR server is now ready to receive incoming connections.

Connecting to a DVR Using Web Viewer
1. Open Microsoft Internet Explorer.
2. Enter the IP address of the DVR into the Address Bar.

3. When attempting this for the first time on a computer a window will open and you will be asked to accept an Active X installation.
Select Yes to this.

NOTE: If you receive a message saying Internet Explorer® security settings do not allow you to download Active X components then
you will need to adjust the browser security settings. One way to do this is to add the IP address of the DVR to the trusted sites list
inside Internet Explorer® settings. Contact the System administrator for additional help with adjusting Internet Explorer® settings.

4. When the Web Viewer finishes loading, select one or more cameras (or select a screen division button).

Click GO!
6.  Alogin window will appear. Enter the Username and Password of an authorized user.
7. The cameras will display.

Closing the Web Viewer

To exit the Web Viewer close Internet Explorer.
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INCLUDED SOFTWARE SETUP

This chapter includes the following information:

e  Emergency Agent Overview
e  Remote Software Overview
e Digital Verifier

e  Backup Viewer
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EMERGENCY AGENT OVERVIEW

The Emergency Agent software is a utility that streams video across a Local Area Network to a Client PC when an alarm is detected
on the DVR. The video that streams across can be stopped, played forwards and backwards, in slow motion or real speed.

The utility is loaded at startup and placed in the taskbar. It constantly monitors for a signal from the DVR. When an alarm signal is
detected the Emergency Agent Image Viewer window opens and starts playing the video from the camera associated to the alarm.

Configuring the DVR
To enable the Emergency Agent on the DVR follow these steps:
1. Enter Setup and confirm you are in the Camera Setup menu.
2. Select a camera and then associate sensor(s) to that camera using the Sensor Connection check boxes.

3. Click the Network Setup button and make sure that Disable Remote Control is cleared.

Note The Emergency Agent uses one port to transfer the data through (the Emergency Port). The port can be adjusted inside
the Network Setting menu if necessary. It is recommended that the default setting should be used unless the port must be
changed.

4.  Click the Schedule Setup button. Enter the IP Address of the computer

. Emergency IF: i) L P ~
running the Emergency agent software. | e '

Pt [ |oooo ]

Click the box next to the IP Address to enable it. '

Select the Sensor radio button.
Create a schedule for the appropriate sensor
Click Apply.

© N o a

Configuring the Client PC

All configurations take place in the Emergency Agent window on the Client PC for descriptions and locations of the buttons and
features of the Emergency Agent window refer to the Emergency Agent window section later in this chapter.

1. Open the Emergency Agent window on the Client PC - Start >All Programs > Surveillix > Emergency Agent > Emergency Agent
2. Right Click in the DVR list and select New. Enter the DVR Code,

. ) . D¥R identificati
DVR Name, and IP Address of the DVR to connect to in the Site Edit 1CEITHICEHOn
window that opens. Click OK DVR Cods |
3. Click the Options menu and select Setup. DVR Name |
4.  Confirm that the Network Port in the Setup window is set to the same P Add
. . ress |
number as the Emergency Port in Network Settings on the DVR. If
the numbers are different adjust the Network Port on the client PC to
match the DVR. oK | Cancel

5. Click the OK button
6. Restart the Client PC
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Setup Window

Network Port Indicates the port which the Emergency = : 5]
Agent uses to listen for incoming events. e — Pt
This number should be changed to the same -
number as is set in the Emergency Port in o——
Network Settings on the DVR. . —
Save Directory Sets the location that recorded video footage e
is saved to.
Notice Options Configuration settings for activating an e
audible indicator or popup window when the S
Emergency Agent receives an event.  Boep i —
™ Play selected Wave
| <5710 = e () v
Coc
EMERGENCY AGENT WINDOW
Zoom Thumbnails

Fle  Option

Code | Mame| IP_ | St

Video Display
DVR List—

-

Event Level

Event Type

Ve —Event List
ia = 5
Filtaring § Setting
Fallm Cplmans Shatues Snlling
lw[ L I""""':""' =] on | On Lol [COctadt =] Comfamed [[Seiect Type] - it M
T = see T - | ,T—Edit Memo
- N T B
Crilscal i Catfimed |wTy|m| ;‘ _S
/1 ave Memo
Images {0 = ez =] \ ﬂ

Filter Event List
1. Selecta DVR from the DVR List in the Filter Options section.

o > wn

Level Buttons

Select the Date to include.
Select the type of Events to include.
Select the event levels (Review, Dismiss, Critical, Default).

Click the On button to display filtered event listings.

L

Memo Text Box
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Add Items to Alarm Confirm List
1. From the Option menu, click Setup.
2. Type the desired text in the box below the Alarm Confirmation List.

< Alarm Confirmation List >

Delwer_l,l Truck,
Suspected Theft

NOTE: The items in the Alarm Confirmation List will be available on a list under Status Setting in main Emergency Agent screen.

Status Setting
Level [] Default * LConfirmed | [Select Type]

Haccaans
Drelivery Truck
Suzpected Theft

3. Click Add.

4.  Click OK to save changes and close the window.



95

SEARCH ALARM WINDOW

Export Option
. . 1= PG File AVl File
Video Display——\ S
Iv Digital Signature Erport
- I
a =
Alarmn Setting

Play Controls— —\

E E E [~ Continue Playing
B Seme e Go to Next Event

Specd  — Up Dawn |

Go to Previous Event

Server -

Alarm Event Information— III Frame :

Name :

15:54:21 Time : 15 Apply Close

Export Quality It may be necessary to reduce the overall size of an AVI file; for example, to email to someone.

AVl file sizes can be reduced by reducing the image quality. However, reducing the image quality
causes the AVI video to appear more pixilated. When size is not an issue, setting quality to 100 is
highly recommended.

Digital Signature Adds a digital signature to the exported JPG image for use with the Digital Signature Verifier to

verify integrity of exported images and prevent tampering.

View Recorded Video

1.
2.
3.

Double-click an event listing to open the Search Alarm window.
Use the play controls to locate the desired video.

Select the Continue Playing check box to watch all recorded events. When cleared, playback stops at the end of the alarm
event.

Select the Same Camera check box to watch all events recorded by a single camera.

Click Apply after making any changes.

Export Video

1. Double-click an event listing to open the Search Alarm window.

2. Use the play controls to locate the desired video.

3. Click the Rewind button to return to the beginning or desired spot in the video.
4. Click the Stop button.

5. Select the Export Option — JPG or AVI.

Save JPG:

a.  Select the Digital Signature check box to embed a digital signature in a JPG file.
b.  Click the Export button.

Save AVI

a. Reduce Export Quality only if necessary to reduce the size of the file.

b.  Click the Export button.
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REMOTE SOFTWARE OVERVIEW

The DVR was specifically designed to be fully operated and maintained remotely. It connects using the standard TCP/IP protocol
thorough connection types such as DSL, Cable Mode, T1, ISDN, 56K Modem, LAN, and more. The Surveillix Remote software allows
you to view live video, search through archived video, export images and video clips and have virtually full Setup control. Surveillix
Remote Software is Microsoft Vista® compatible.

Highlights:

Search archived video

View live video

Export images and video clips
Control relay outputs

Setup administration

Basics:

The DVR can have up to 5 simultaneous remote connections. Each user can perform functions on the DVR and will not affect the
other users. The only exceptions to this are accessing Setup and controlling a PTZ camera. Only one user is allowed to access setup
or control a PTZ camera at any given time. The pictures per second passed to the Remote Client vary greatly depending on the
connection type and speed.

In order to log in to the DVR server, a user account must be made for the user. This ensures that only authorized personnel are
allowed to log in. In addition, each user can be assigned different privileges that allow them or deny them access to different
functions. For example, a user can be denied Searching and Setup privileges and only granted access to view cameras 4, 8 and 16.

It is highly recommended that users not be granted Setup privileges since this can pose a security risk.
Only properly authorized Administrators should have access to Setup.

The Remote software operates virtually the same way as the DVR itself. The appearance of it matches the DVR almost identically;
however, there are a few minor differences. Some search features are not available (such as the Index and Object Searches) as well
as some Setup options.



Remote Software Setup

Installing Remote Software
1. On the client computer, insert the Surveillix Software CD into the CD-ROM. The CD should play automatically.
2. When prompted, select the Install Remote Software option. Follow the installation instructions carefully.

3. When the software finishes installing, close any open installation windows.

Create a New Remote Connection

Local Setup @l
Site List | Configuration | FOS Setup |
DA List
Find DVR [ =l

w

DVR Site List—

\

Import/Export saved configurations]

New | Madify | Delets | Delets Al | Import | Export |
Infarmation
. . SiteType User Name [~ Save ID/Password
Selected Site Information
IP Address Password

O B e Connest Disconnect
oK Cangel

1. Select Start > Programs > Surveillix > Remote > Surveillix Remote Center. The Surveillix Remote Software opens and the
Local Connection window opens.

2. Click New to open the Site Info window.

w

Select the Site Type and enter a Site Name. The Site Name will be the name displayed inside the connection box to help
identify the unit.

Enter the IP Address of the DVR server. By default the DVR is set to connect using DHCP.
Enter the Center Port. This setting is specified on the server.
Click OK.

Click on the newly created connection and enter the login username and password. (case sensitive)

© N o o &

Click Connect.
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Configuring the DVR

In order to access the DVR remotely, the DVR Server must be setup to allow remote connections.

Time Out Value Specifies a value (in seconds) to wait for a signal - o
e H . - Dizable Remote Contral
from the Surveillix Remote Client. If a signal is not
received by that time, the connection is dropped. Transport Setup
. Quality : MORMAL -
Center Port Used to transfer the connection data.
Resolution : 3607240 hd
Image Port Used to transfer the image data.
MNetwork Setup
Search Port Used to transfer the search data. TmeOutvale: |80
Emergency Port: 2001
(1024 - 5000)
Center Port : 2000
(1024 - 5000)
Image Port : 2002
(1024 - 5000)
Search Port : 2003
(1024 - 5000)

Configuring the Server for Remote Connection
1. Enter Setup on the DVR.
2. Click Network to open the Network menu.
3. Clear the Disable Remote Control check box. You should now be allowed to adjust port settings if necessary.

Note If you are using a Firewall, it may be necessary to adjust the port settings on both the DVR and the Firewall. Contact the
Network Administrator for more information.

4. Click OK.

5. Make sure a user account is created (See Creating a New User in the Setup Section). Without a user account, the Administrator
account must be used.

6. The DVR server is now ready to receive incoming connections.



DIGITAL VERIFIER OVERVIEW

JPG images and AVI video files that are exported from the Digital Video Recorder are automatically embedded with a digital signature.
Digital Signatures are a way to verify the authenticity of the images to ensure that they have not been tampered with or edited in any
way. Included on the Software Installation DVD supplied with the DVR is the Digital Signature Verification program. This program can

be installed on any computer and loads an image in question.

Installing the Digital Verifier

1.

2.
3.
4,

Insert the Software Installation CD into the CD-ROM. (Do not install on the DVR.)

Select the Digital Verifier option to begin installation.

When the Welcome screen appears, click Next.

When the Setup Complete window appears click Finish. Installation is complete.

Using the Digital Verifier

1.
2.
3.

Open the Digital Verification program by selecting Start > Programs > Surveillix > Digital Verifier > Digital Signature Verifier.

Click the Browse button to load the JPG image.

Enter the Site Code of the DVR that the image was
originally extracted from. (The Site Code is specified in the
Information Setup menu)

Click Verify to continue or Close to close the window
without verifying.
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If the image has not been tampered with, a blue square will
appear around the image with the message “Original image file.”
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Message  [Driginal image file !

If the image has been tampered with, a red square will appear
around the image with the message “Entire image changed or

wrong SITE CODE.”
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BACKUP VIEWER OVERVIEW

The Backup Viewer allows you to play back the exported video in its proprietary format. Video saved in this format is extremely
difficult to tamper with and therefore is the ideal solution when law enforcement and the legal department are involved.

This video cannot be read by any other viewer.

The Backup Viewer operates essentially like the Search portion of the DVR software.
For detailed explanations of these functions, refer to the chapter on Search Options in this manual.

Installing Backup Viewer

1. Insert the Software Installation DVD into the DVD-ROM.
(Do not install on the DVR.)

2. Select the Backup Viewer option to begin installation.
When the Welcome screen opens, click Next.

3. Read the License Agreement and select the appropriate radio button to accept the terms of the license agreement.

Click Next.
4. Select Yes to install the POS component or select No for a basic install.
Click Next.
Note The POS component is only necessary when connecting to a server running the POS Upgrade.

5. When the Choose Destination Location window opens click Next.
This will install Backup Viewer in the default destination folder.

6.  Select the shortcuts to install, or clear all boxes for no shortcuts.
Click Next.

7. When the InstallShield Wizard Complete window appears click Finish.
Setup is now complete.

Loading Video from DVD or Hard Drive

1. Open the Backup Viewer program: Start > Programs >
Surveillix > Backup Viewer > Backup Viewer. TatalBackup Search Choose tne 1 search | Cip Search |
2. Click Open. The Total Backup Search window will open. Backup Media

P: DepartmentData (22.0 G6 Fres) - Natwork
0 DepartmentDiats (220 GB Fres] - Network

a. For DVD-ROM data, select the appropriate DVD-ROM drive
letter from the Backup Media box.

b.  For hard drive data, select either an attached hard drive from ! =
the Backup Media box or select the Open Folder icon to - Fm%
browse to a specific directory. Chocsa Start Hou

TY-MM-DD - HH:00:00

Note Once selected, available video data will be displayed in
the Choose Start Hour box.

3. Click on the desired time to select it.

4.  Click OK. The video will now load into the Backup Viewer.

Cancel
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SCS OVERVIEW

SCS software is Network DVR Management Software; a powerful utility that allows 100 or more DVRs to be controlled using one
computer. This software allows you to view live video, search saved video, edit and configure setup on each DVR, and import maps
of buildings and other locations.

The SCS software was specifically designed as an enterprise software solution.

Highlights:

View Live Video from most computers
Username and Password protected

Easy to use graphical interface

Basics:

In order to log in to the DVR server, a user account must be made for each user. This ensures that only authorized personnel are
allowed to log in. In addition, each user can be assigned different privileges that allow them or deny them access to different
functions.

Configuring the Server for Remote Connection
1. Enter Setup on the DVR.
2. Click the Network Setup Button.

3. Uncheck the Disable Remote Control option. You should now be allowed to adjust port settings if necessary.

NOTE: If you are using a Firewall, it may be necessary to adjust the port settings on both the DVR and the Firewall. Contact the
Network Administrator for more information.

4.  Click OK.
5. Make sure a user account is created. Without a user account, the Administrator account must be used.

6. The DVR server is now ready to receive incoming connections.

Connecting to a DVR

Refer to the Setup section of the SCS Manual for information on using the SCS Software.





